2. PEKOMEHAALLNI
A8 NOAPOCTKOB MO BESOMNACHOCTU
B CETV HTEPHET

MNMpuseT, poporou gpyr!

COBpEMEHHbIN  MUP  CTPEMUTENBHO MEHAETCA, pPas3BMBAKOTCA OHNAWH-TEXHONOIMW, pas3fn4YHble ragpkeTbl W OEBANCHI,
KOTOpble BCE€ Mbl WCMOSb3yeM B [OBCEOHEBHOM >XU3HWU. VIHTepHeT TakXxe CcTa/n HEKOTOPOW YacTbio Hawen peasibHOCTU
N MHCTPYMEHTOM, C MOMOLLbIO KOTOPOro MOXHO 06LWaTbCA, y4UTbCA, y3HaBaTb HOBOE. U, Kak C MoObIM MHCTPYMEHTOM, UM HY>XXHO
Nnosib30BaTbCA aKKypaTHO, MOMHA O HEKOTOPbIX pPUCKaXx U yrpo3ax BUPTyasibHOro Mmpa.

Ecnn Tbl BO BpemA y4yebbl unn gocyra mcnonb3dyewb VIHTepHeT u ero pecypcbl Ha cmapTdoHe, nnaHweTe WM NepCoHasibHOM
KOMMNbIOTEPE, NOXXanyncTa, BOCMOMb3yMcA cnepyowmmm pekomeHgaumamn. OHM nomoryT Tebe ObiTb 60nee KOMMNETEHTHbIM,
OCO3HaHHbIM, BHUMATESIbHbIM 1 OCMOTPUTESIbHBIM B OHMAaNH-NPOCTPaHCTBE, NPOABUTL 3a60Ty 0 cebe, CBOUX BIIN3KNX N OPYrnX NIOSAX.

o MomHwm o 3awmTe cBOEN NIMYHON UH(DOopMauUn

He penucb B oHNamH CBOUMU UMM YY>KUMW JINYHBIMW OAHHBIMU: HUKOrga He Ny6snKym CBoU hamununio n UMA, NosHyo naTty
POXOEHMA, OOMAaWHWUA afgpec, HOMep TenedgoHa, HOMeEp LWKOMAbl M Khnacca, B KOTOPbIX Y4YUWbCA, WHGOpMaUnio =
0 CeMbe UnIn Opyryro NNYHy0 MHpopmaunio B IHTepHeTe. ATUMU CBEOEHUAMM MOMYT BOCNONb30BATLCA 3/1I0YMbILLIIEHHUKMN. g)
[axxe TBOU (POTO, BUOEO M rofiIocoBble cO0bLLeHnA MOryT 6bITb MU UCMOSIb30BaHbI.

Ncnonb3ym HUKHEWMbl (NCEBOOHMMBbI) MpPU  perucTpauum Ha canTax, B couManbHbIX CeTAX, MecceHO)Kepax
W B Urpax, a He CBoe HacToALlee UMA.

UCKJTIOYEHUE: oduvumanbHble nnatgopmbl (Hanpumep, PepepanbHaA rocygapcTBeHHadA WHGOPMaUMOHHAA cuctema
«EOQnHBIN nopTan rocygapcTBEHHbIX Y MyHUUMNANbHbLIX yCiyr» nunn Focycnyrm) n mecceHpxepsl (Hanpumep, Cdepym, Max).

9 Mcnonb3yin HaCTPONKM KOH(UAEHLMaNIbHOCTH
Ha MobunbHbIX YCTPOMCTBAxX, B MECCEHOYKEPAX, COUMarnbHbIX CETAX, YTOObI OrpaHN4YNTb OOCTYN K TBOEN MHGOpMaLUN.
Y6enucb, 4TO TBOU NPOPUIN U aKKayHTbl HACTPOEHbI Tak, YTOObl TONMbLKO 6nM3KUe, OPY3bA U y4UTeNA MOrfv BUAETb
NNYHYIO MHOPMaLNIO.
Ecnun Tbl akTUBHO Befelb CBOKO CTpaHuUy, KaHan unn nabnuk, orpaHn4yb OOCTYN K CBOMM MOCTam: HacTPOW BUOMMOCTb

CBOMX My6nmKaumii Tak, YToObl UX MOI/IM BMOETb TOMbKO Te, KOMY Thbl AOBepAellb (poanTenn, 6nmn3kne poacTBEHHUKMN, d
o
¢«
o
|
’

APY3bf, BO3MOXHO y4muTens).

9 MNpumeHAn 6e3onacHbie Napoan U He coobLian MX HUKOMY
HapexHbii napofib — 3TO CNOXHbIN Naposib, COCTOALWMA U3 3arNaBHbIX U CTPOYHbIX BYKB, UuMdp 1 cnmBonos. OB6bIYHO
ero TpygHo yragatb unam nogobpatb. He ncnonb3ym ogviH 1 TOT XXe naposib ANA pasHbiX akkayHToB. Hukorga He genuch
CBOMMM NaposIAMK C OpyruMun, gaxe ¢ opy3bAmMu. PerynapHo MeHAn naponu, 4tobbl ob6esonacutb cebA.

Q Mcnonb3yn aHTUBMpPYCHOE NporpamMmmMmHoe o6ecnevyeHue u hampson (MeXxceteBou aKpaH, 6paHamMayap)

[nA 3awmnTbl OT BPEAOHOCHLIX MPOrpamMm 1 HeXxenatenbHoro Tpaguka NUCnosib3ym aHTUBMPYCbl N CUCTEMbl 6e30NacHOCTH,
KOTOpble OEeUCTBYIOT Kak 6apbep Mexay KOMMNbIOTEPHOW CETbIO U BHELLHUM MUPOM.

e O6c¢cyxaan Bonpocbl OHNanH-6e30MacHOCTU C POAUTENAMM MU YUUTENAMM

Coobwan o npobnemax: ecnn KTo-TO yrpoxxaeT Tebe nnu Tbl YyBCTBYeLWb cebA HEKOMMOPTHO B VIHTEpHeTe, pacckaXm
06 3aToM pogutenam unm yuyntenam. ObpawartbCA 3a MOMOLWbBI U MPUHUMATb €€ — BaXHbIA HaBblK COBPEMEHHOro
YyenoBeka.

CoxpaHAn pokasaTenbcTBa: €cnM Thl CTan >XepTBOW KubepTpaBnu (KubepbynnuHra), Apyroro OHMarH-HacunmA
WM MOLLEHHNYECTBA, COXPaHAN CKPUHLLOTLI U COOOLWEHNA Kak gokasaTtenbctBa. [MoMHU 0 knbepbynnnHre: ecnu Tbl cTa
YXEePTBOW OHNAMH-TPaBNU, CoobLM 06 3TOM B3POCIbIM.

Byab BHMMaTeNneH K OHNamH-urpam WM MeguakoHTEHTY: HEKOTOpbIE Urpbl MOTYT COAEpXXaTb arpeccMBHOE noBefeHue,
a Buaeo n poto — HenopobaroLwmin, TOKCUYHbIM KOHTEHT. O6cy>Xaan ¢ poauTenamn, B Kakme urpbl Tbl UrpaeLlb, Kakme
OHNanH-NNAaT(OPMbl U KOHTEHT TEOE MHTEPECHDI.

Q Crapaunca npuaep>xmBaTtbCcA 6e30nacHOro o6weHunA
|/|HTepHeT TaK YCTPOEeH, 4TO wmHOrga MOXXeT CJIOKUTbCA W/IJIIO3NMA  OoBepuA, 6630I‘IaCHOCTI/I, AHOHUMHOCTN

N KOHpuaeHumanbHoCTU. MOXET nokasaTbCA, YTO Thl XOPOLIO 3Haellb YenoBeka, C KOTOPbIM B peasibHOMN XXU3HW HUKorpa ﬁ
He BCTpeYasnca, HO YXXe Kakoe-To BpemA obLliaewbea oHnanH. Ho 3To MoxeT 6biTb Hebe3onacHbiM. [loaToMy He obuiainca
C He3HakOMbiMM JNogbMu B VIHTepHeTe ©M He nNpuHMMan 3anpocbl B AOpy3bA OT TeX, KOro He 3Haellb C
B peasibHOM >XWU3HW. He oTnpaBnAll nn4YHble coobLeHMA He3Hakomuam: 6yab OCTOPOXEH C TEeM, YTO Tbl MULELWb

M OoTNpaBnAeLWb B INYHbIX CO0bLEHNAX. He BCcTpeyanca ¢ ntogbmm n3 IHTepHeTa, 3TO MOryT ObiTb 3/10YMbILWTEHHUKNA.
Ecnn kT0-TO B NIHTEepHeTe BeneTt cebA CTpaHHO N MbiTaeTcA 3acTaBuUTb TebA genaTtb YTO-TO, YTO Bbi3blBAET Yy TebA
CTbl4, WK cnpawmBaeT Teb6A O TOM, O YEM Tbl HE XO4€ELUb FOBOPUTbL, 3a4a€T MHOIO BOMNPOCOB O TBOEN CEMbE, NpeKkpaTn
obweHne n coobwm 06 3Tom B3pocnbiM. Camblii HageXHbI cnocob no3aboTutbcA O cebe — npepBaTb KOHTaKT
C HE3HaAKOMbIM NOJSIb30BaTENEM, KOTOPbIM MOXET NUcaTb WX 3BOHUTL Tebe.

0 MNo3a6oTbcA 0 cBOEN KUGEeprurueHe 0 ¢« «
CTtapanca orpaHnynTb BpeMsd, npoBegeHHoe B HTepHeTe. [Jenain nepepbiBbl U 3aHUMaNCA APYrMMy BUAAMUN OEeATENbHOCTMW,
4YTO6bl N36eXXaTb NepeyToOMAEHUd, YCTanocTu rnas n 3aBUCUMOCTU OT LINGPPOBbLIX YCTPOUCTB.



@) VYuacTsyii TonbKo B Ge30nacHbIX OHNAIH-aKTUBHOCTAX h‘
Bbibupan 6e3onacHble canTbl 1 NPUITOXEHWA, NCNOJSb3YIM TOIbKO NPOBEpPEHHbIe niaTgopmMbl AnA 06WeHUA 1 urp.

YuyacTBy B Tex ob6pa3oBaTefibHbIX OHJSalH-aKTMBHOCTAX (ONMMNMagax, KOHKypcax, Kypcax, BebuHapax u [pyrux \_/
cobbITUAX), KOTOpble MPOBEPEHbl TBOMMMU ONM3KUMWU B3POCIbIMKA, W KOTOpble MoMoryT Tebe pasBuMBaTb HaBbIKU !
N 3HaHWA. <

9 Pa3sBuBan KpuTu4yeckoe MbilujieHue
[MpoBepAn 1 nepenpoBepAn MHOpMaUMIO: He Bepb BCEMY, YTO BUAUWbL B UHTepHeTe. [lpoBepAn akTbl N NCTOYHUKU
NHpopmMaLmm, 0CO6EHHO ecnn 3TO KacaeTcA HOBOCTEN UM 3aMaH4YMBbIX NPEOJSIOXEHNNA.
WX MOWEHHNYeCTBY. [lOMHM, YTO CCbIJIKM W3 MOAO03PUTESNIbHBLIX MUCEM, COOOLWEHUA U MOCTOB B MecCeHOyKepax

Byob OCTOpOXEH C pekflamMoil: He KMKal Ha NnoAo3puTeNibHble CCbINIKU, KOTOpble MOryT MpUBECTU K BUpycam

WM coumanbHbIX CEeTAX MOryT cogep)kaTb BpPeAoHOCHOe MporpammHoe obecrneyvyeHve U 3apasvTb TBOW KOMMNbIOTEP
UM MOBUNBHOE YCTPOMCTBO.

@ Byab 6auMTeneH npu oHNanH-NoKynKax

He poBepAn cantam, KOTopble BbIrNALAT NOO03PUTENBHO, U MPOBEPAM OT3biBbl O NMpoAasuax nepen rnokKyrnkon TOBapoB
oHnanH. CoBepLuan NoKynkn ToNbKO BMECTE C POOUTENAMM.

He penain nokynku B NIMYHbIX COOOLLEHNAX B MECCeHOyKepax Unu coumanbHbIX CETAX: MOWEHHUKN MOTyT MONy4nuTb OOCTYN
N KOHTPOJIb K OEeHEXHbIM CpeacTBaMm 1 TBOUM aKKayHTam.

By,lJ,b npeanesibHo OCTOPOXKEH C NpeasiooxKeHnAMn coenatb AOHAT (p,o6posoanoe AEeHe>XHOoe I'IO)KepTBOBaHI/Ie).
m Hukorpa He npopaBan CBOM aKKayHTbl B MeCCeHa)Kepax, coumarnibHbIX CETAX, OHNIauH-Urpax,
a Takke CUM-kapTbl 1 6aHKOBCKUE KapTbl!
MoLLeHHUKKn MOryT BOCNOJIb30BaTbCA UMW B KOPbICTHbLIX LenAX, HO OTBETCTBEHHOCTb NpunaeTCcA HeCTU Te6e, TBOUM y

poantenam u 6nmnskmm. Hukorpa He coobwan Homep, NMNH-kon, CVC-koa n gpyrme naHHble cBoen 6aHKOBCKOW KapThl,
a Takxke koapl n3 CMC-yBeaoMNeHNN 1 3N1EKTPOHHBIX MUCEM NOCTOPOHHUM IIOAAM.

@ U3yumn npaBuna u Hopmbl noseaeHusa B UHTepHeTe

Mpupoep>xkmBanca npasun, YTOOblI N36eXaTb KOHMPMKTOB U HEMPUATHbIX cuTyauui. Cobniogan 3akoHbl, AENCTBYoWmMe ® o
B Halen CcTpaHe — OHW TakXXe pacnpoCTPaHATCA Ha MOWUCKOBbIE 3anpocbl, MnoBeAeHue nwgen B VIHTepHeTe ¥
N Ny6nnKyembin MU KOHTEHT. P N

Byob ocTopoxeH ¢ nybnukaumAaMm B couMarnbHbIX CETAX U COOOLEHNAMN B MecceHmXepax. To, YTo KaxeTcA 3abaBHbIM
nnn 6e306MaHbIM, MOXXET HapywaTb 3akOH, WM 0Ka3aTbCA BUPYCHbIM U ObICTPO pacnpocTpaHuUTbCA cpean 60sbLUon,

He Bcerga >kenatenobHou, aygutopun. lNpexxae 4em pasmecTuTb NOCT UM OTNPaBUTb COOBLLEHVE, BHUMATENbHO OLEeHMBan -~
ero cogep>xaHue. NMomHu: NIuTepHeT — 3TO Ny6NnMYHOE NPOCTPAHCTBO, U HEO6AYMaHHbIE NOCTYNKU MOTYT UMETb Cepbe3Hble
nocnencTeumA.

Ecnu Tbl CTOJIKHYJICA C NnpoTuBOrnpaBHbIM KOHTEHTOM B MHTepHeTe, coobwm o6 9TOM poanTenam n/nnm yynTenam,
a TakK>Ke OTrpaBb CCbIJIKN U CKPUHLLOTbLI B NMPaBOOXpaHUTEJ1bHbl€ OpraHbl 1 POCKOMHa,D,Sop.

Kunéep6esonacHocTb, LugpoBana rpaMmoOTHOCTb, HaBblKU pacrno3HaBaHUA OHJTAUH-PUCKOB —
3TO Ba)XHbIU acneKT TBOen XXU3HU B COBpEMEHHOM mupe!
CnepnyAa aTUM peKoMeHaaumAM, Tbl CMOXELLb 3aWnTUTb ce6A OT PasfINYHbIX OHMANH-Yrpos,
a TakXXe cosgaTb 6e3onacHoe 1 NO3UTUBHOE OHANH-MNPOCTPaHCTBO ANA cebA 1 apyrux.

KYAA OBPATATbBLCA 3A MOMOLLbHO
N noayuanTtb AONONHUTE/IbHYIO NHPOPMALIO

TenecoHbl goBEpPUA, ropAYMEe JIMHUN

FopAYaA NnMHMA KpU3UCHOM ncuxosiornyeckom nomowm MuHuctepcTBa npocseweHuna Poccunckon depgepauun 8-800-600-31-14
* Ha nuHum exkegHEeBHO M KPYr/IOCYTOYHO OKa3blBAeTCA MCMXOIormyeckan MoMoLlb M noadepXXka BCEeM MO3BOHMBLUMM, HaxOO4ALWMMCA B KPU3MCHOM
COCTOAHUN UNN B KPUSUCHON cnTyaumm (6ecnnaTtHo, KpyriocyToO4YHO).

Bcepoccunckum fletckuin TenedoH gosepua 8-800-2000-122
* [Ncnxonornyeckoe KOHCYNbTUpOBaHMe, 3KCTpeHHaA W1 KpU3MCHaA ncmxonornyeckaA nomouwb pOeTtAM, nogpocTtkaMm W poanTenAam (6eCI'IJ'IaTHO,
KPYrnoCyTOYHO).

FopAvaa nuHmMA «Pe6eHOK B onacHocTu» CnepcrBeHHOro komurteta Poccunckon Pepepauun 8-800-100-12-60#1
+ Takxxe nonA obpalleHnA OOoCTynHa KopoTkaA KombuHauma 123 (6ecnnaTHO, KPYrioCyTOYHO).

FopAvyaAa nuHUA noaaep>xku no sonpocam Tpasnu Tpasnu.NET 8-800-500-44-14
* MH-MT ¢ 10:00 po 20:00 MO0 MOCKOBCKOMY BPEMEHW.

OHnauH-nomoLb
+ [opAavaa nuHnA «Jetn OHnanH» hittp://detionline.com/helpline/about
« YAT-BOT «[obpbiHA» (aHTUOYNAnHr) https://t.me/BylingBot
« Cant MonogexHoro umgpoBoro ombyncmeHa, paspen «Ludponomowb» — cepBUC nogaym obpalleHnin nnAa Monoabix Nonen,
KOTOpble CTONIKHYUCL € npobnemamu B HTepHeTe hitps://youthombudsman.ru/help
« CoobWNTb O 3anpeLleHHOM KOHTEHTE MOXXHO Ha canTe PockomHansopa https://eais.rkn.gov.ru/feedback/

UHcpopmaumoHHO-MmeTOANYECKME MaTepuarbl U pecypcehbl
+ Kacnepckun getAam https://kids.kaspersky.ru/


http://detionline.com/helpline/about
https://t.me/BylingBot
https://youthombudsman.ru/help
https://eais.rkn.gov.ru/feedback/
https://kids.kaspersky.ru/

	Рек. часть. 2) Памятка с рекомендациями для подростков по безопасности в сети Интернет. Стр. 1.pdf
	Рек. часть. 2) Памятка с рекомендациями для подростков по безопасности в сети Интернет. Стр. 2.pdf

